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Abstract

In current research, fractal image compression scheme has been used to compress images. In this paper, we apply this technique
to refine characteristic values of a specific image and embed the characteristic values into the least significant bits of pixels in the
image. Once the picture is damaged by an intruder, the system can detect the tampered blocks and restore them using characteristic
values without requiring the original image. From experimental results, we see that the proposed scheme can precisely achieve the
detection of a damaged image and improve the performance of image restoration.
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1. Introduction

The Internet has become an important part of our
world as computer and communication techniques have
progressed rapidly. People use the Internet to commu-
nicate with each other via e-mail. Electronic commerce
has also been developed for users to shop over the In-
ternet. Currently, the World Wide Web is full of various
information and knowledge, which allows users to
browse and retrieve messages. Information such as
digital images is created and easily transmitted over the
Internet. Digital media with properties of portability
and easy replication are suitable for communicating
over the Internet. However, there are several associated
problems that occur as a result of the convenience. For
example, assume that a sender wants to transmit a dig-
ital image to a receiver, but an intruder intends to in-
tercept the image, tamper it and spread it over the
Internet. In this case, is the integrity of the image still
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preserved after it is transmitted to the receiver? Was the
image forged by the intruder during transmission? If
someone sees the tampered picture, can he tell whether
or not the original meaning of the image has been
changed? How does one authenticate the accuracy of the
image? Once the intruder tampers the image, can we
detect it and then restore it back to the original image?
Obviously, these questions are based on problems that
have occurred. Thus, in this paper we will focus on
addressing the problems relating to the tamper proofing
of digital images and authenticating their integrity.

In recent years, researchers have paid much attention
to the area of digital watermarking systems, which are
used to design techniques for copyright protection and
tamper proofing of multimedia data. Traditionally, the
robust technique for the copyright protection imper-
ceptibly embeds a watermark into a digital image and
protects the ownership of the image. In such methods,
the protected image can resist general image processing
such as lossy compression, sharpening and scaling, but
these methods cannot authenticate the integrity of the
image. Watermarking techniques can also be used to
address the problem of tamper proofing. Applications
for this purpose are to authenticate the integrity of an
image and sensitively detect whether or not the image
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has been modified or forged during the transmission to
its destination.

Currently, there is a trend toward using fragile wa-
termarking techniques to handle the problems of tamper
proofing and authentication by combining watermark-
ing systems and signature schemes. In Lu and Liao
(2000), they classified these methods into watermark-
based (Kunder and Hatzinakos, 1999; Walton, 1995;
Wu and Liu, 1998; Yeung and Mintzer, 1997), and
signature-based (Bhattacharjee and Kutter, 1998; Lin
and Chang, 2001; Lou and Liu, 2000; Lu and Liao,
2000; Schneider and Chang, 1996; Wong, 1998; Yang
et al.,, 1999) systems, according to their design tech-
niques. The watermark-based methods focus on imper-
ceptibly embedding a watermark into a digital image
and then extracting the signal from the marked image
for verification. For example, Wu and Liu (Wu and Liu,
1998) proposed a watermark-based system for image
authentication based on discrete cosine transformation
(DCT for short). They modified the coefficients in the
low-middle frequency domain and embedded a binary
watermark into the image. Kundur and Hatzinakos
(Kunder and Hatzinakos, 1999) also proposed an image
authentication scheme based on discrete wavelet trans-
formation. In their scheme, any modification will cause
the extracted watermark to differ from the original,
which indicates that a tampered signal has been found.

Alternatively, signature-based methods refine mes-
sages from an image as characteristic values and then
derive a digital signature using cryptographic schemes.
This signature can be attached to the protected image or
be regarded as a watermark embedded into the image
for verification. In Lu and Liao (2000), Lu and Liao first
found an image structure in the frequency domain of
discrete wavelet transformation. They used the inter-
scale relationship as a characteristic to derive the
structural digital signature (SDS for short). Thus, the
scheme can detect the tampered regions depending on
the number of pairs in SDS. In Lin and Chang (2001),
Lin and Chang proposed an image authentication
scheme that can detect the modified blocks and resist
lossy compression. First, they find the relationship of
coeflicients in the DCT for the corresponding position in
different blocks. Then, the relationship is encoded into
characteristic codes and a signature is generated. Af-
terward, the modification can be detected from the
malicious manipulation. Briefly, we found that some
previously proposed schemes could only detect whether
or not the image was tampered and some could partially
detect where the blocks were modified or forged. How-
ever, none of the proposed schemes could return the
damaged blocks to their original form.

To achieve these purposes, we propose a scheme to
detect the tampered regions of an image and then restore
the image using the iteration-free fractal compression
method (Chang and Kuo, 2000). In the proposed

scheme, an efficient domain pool can be generated from
a mean image. By applying the affine transformation,
the scheme assigns each range block to a similar domain
block in the efficient pool. On the basis of Chang and
Kuo’s compression method, the proposed scheme refines
the characteristic values from the image and hides them
in the specific regions. Furthermore, by improving the
iteration-free fractal coding, the system can clean the
tampered blocks and return the image to its original
form.

In Section 2, the iteration-free fractal compression
and the block-averaging method are reviewed. In Sec-
tion 3, we propose a detection and restoration system
that contains the embedding and extraction techniques.
The experimental results and some discussions about the
system are described in Sections 4 and 5. Finally, we
make some conclusions in Section 6.

2. Iteration-free fractal image coding
2.1. Encoding stage

In the iteration-free fractal compression scheme
(Chang and Kuo, 2000; Fisher, 1995), an image F of size
I x I is partitioned into non-overlapping blocks R, of
size B x B, where R, are range blocks and 0<r<
(I/B x I/B) — 1. Let R,(i, j) be the value of pixel (i, ) in
R,, where 0<i,j< (B —1). The mean value m, of all
pixels in R, is computed as follows:
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After computing the means of all range blocks in F,
the scheme constructs a mean image M containing the
means of //B x I/B range blocks. Then, the mean image
M 1is partitioned into overlapping domain blocks Dy,
which are the same size as the range blocks. Assume that
each domain block is shifted one pixel from the previ-
ous block and d 1is restricted within 0<d<
(I/B—B+1)x (I/B—B+1). The set of all domain
blocks is called the domain pool. Obviously, the neigh-
boring domain blocks are similar to each other. The
distance of each domain block is not only one certain
pixel but may be a number of different pixels. The value
T and the number Np of domain blocks in the domain
pool have the following relation (Chang and Kuo,
2000):

ro |25 o

Chang and Kuo employed the LBG (Linde et al.,
1980; Nelson and Gally, 1999) algorithm or the block-
averaging method to reduce the redundancies and en-
hance the equality among the domain blocks. After
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using these methods, the domain blocks with a high
similarity are reset to one block and thus an efficient
domain pool is obtained (Chang and Kuo, 2000). In
general, the block-averaging method has better perfor-
mance than the LBG algorithm in obtaining the efficient
domain pool because the block-averaging method is not
required to iterate the computation. Therefore, we use
the block-averaging method in the proposed scheme.
Also, Chang and Kuo computed the variance of each
range block R,. If the variance of R, is smaller than a
threshold value THy, all pixels in the range block are
regarded as the same value and are identified as gray
level by the human eye. Therefore, Chang and Kuo
saved the mean of R, as a fractal code. On the other
hand, if the variance is greater than the threshold value
THy, the domain blocks are transformed by the new
affine transformation (Beaumont, 1990; Chang and
Kuo, 2000). The new affine transformation is defined as
follows:
R=t{o-D+pg—o-pp}t =t{e (D—up) + e}, (3)
where D is all pixel values in a domain block, pj is the
mean of the correlative range block, p,, is the mean of D,
1 denotes one of eight kinds of rotative and reflective
transformations that are also called isometries (Fisher,
1995; Jacquin, 1990), o is the contrast scaling, and
Ug — - ity 1s the luminance offset. Assume the trans-
formed domain block Dy is the most similar to R,, the
characteristic value of this specific domain block is saved
and used as the fractal code of the range block R,. In
order to distinguish between the encoding of range
blocks, the scheme must save a header to indicate
whether or not the variance of a range block is higher
than the threshold. In addition, the position of the do-
main block Pp, which is the most similar to R,, must be

saved. The position of the transformed domain block in
the mean image is considered as part of the fractal code.
In general, the mean square error (MSE) can measure
the distortion between the range block and the trans-
formed blocks as follows:
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where R is a range block in the original image and R’ is
the transformed domain block obtained by using the
new affine transformation. The smaller value of MSE is
the more similar of the range block R and the trans-
formed block R’. In accordance with the previous
statements, a fractal code is encoded by the trans-
formation that contains the mean of the range block,
isometry, contrast scaling, luminance offset, and corre-
sponding position of the transformed domain block.
The corresponding position of a transformed domain
block is represented by the position of the upper-left-
hand corner pixel in the specific image. After encoding
all range blocks, the encoding phase of the iteration-free
fractal compression is complete. A basic flow chart is
shown in Fig. 1.

The fractal code of each range block is relative to its
mean. If the variance of the range block is smaller than
the threshold THy, the mean is used as the fractal code.
On the other hand, if the variance is larger than the
threshold value THy, the mean of the range block is
used as a part of the fractal code that is coded by the
affine transformation. In the decoding stage, the scheme
uses the fractal codes to reconstruct the mean image,
which is the same as the mean image of the original
image. Consequently, the iteration-free scheme can re-
construct a high quality of decoded image.

Generate a Partition into Generate the Transform by
mean image overlapping efficient new affine
—> = | domain domain pool i transfor-
blocks mation
Input a Partition 1inlo_ Find a domain
. non-overlapping block which is
specific > Ock which 1s
.p range blocks g similar to the range
image block
Output the
header and
Is the variance of the the fractal
range block smaller code
than the threshold
TH,?
Code by the mean A

P of the range block

Fig. 1. Flow chart of the encoding stage for the iteration-free scheme.
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2.2. Decoding stage

First, the scheme must reconstruct the mean image
from the fractal codes in the decoding stage. Then, the
reconstructed mean image is partitioned into overlap-
ping B x B domain blocks, and the efficient domain pool
is generated by the LBG algorithm or the block-aver-
aging method (Chang and Kuo, 2000). The recorded
header in the encoding stage is used to distinguish
whether the range block is encoded by the mean or by
the new affine transformation. If a range block is en-
coded by the mean, the block is reconstructed so that all
pixel values are equal to the corresponding mean in the
fractal codes. Otherwise, the scheme reconstructs a
block, which is transformed by the new affine transfor-
mation. When all range blocks are decoded, the de-
coding image has been obtained. The flow chart of the
decoding stage is shown in Fig. 2.

2.3. Block-averaging method

In general, a mean image is partitioned into over-
lapping domain blocks; the neighboring domain blocks
are similar to each other. For the aforementioned rea-
son, Chang and Kuo integrated the purposed block and
its neighboring block into an efficient domain block.
Assume that a pixel value in the top-left corner of the
purposed block D4 is Dq(i,j), where 0<i,j<B—1.
Then, the scheme generates three B x B blocks whose
top-left corners are d,(i, ), d»(i, j), and ds(i, j), respec-
tively, as in Fig. 3, where d, (i, /) is equal to Dq(i,j + 1),
dr(i,7) is equal to Dg(i+1,j), ds3(i,j) is equal to
Dq(i+ 1,7+ 1). The pixel value of the efficient domain
block is defined as follows:

Dy (i, j) = 1/4[Da(i, j) + di (i, ]) + da(i, ) + ds(i, /)]~ (5)

Fig. 3. The related position of four neighboring and partly overlapped
image blocks.

3. System for detecting and restoring the tampered image

On the basis of iteration-free fractal coding, we pro-
pose a system to detect and restore the tampered image
by extracting the characteristic values of a specific im-
age. First, the system generates three copies of charac-
teristic values and permutes them using a pseudorandom
number generator. The copies of characteristic values
are embedded in the least significant bit (LSB) of all
pixels in the image. The specific image, which is pro-
cessed by the aforementioned procedures, is called the
protected image. Fig. 4 shows a flow chart of the em-
bedding stage of the proposed system.

When a user requests that the system detects whether
or not the protected image is tampered, the system can
extract the data from the LSBs in the protected image
and permute the extracted data using the pseudorandom
number generator. Then, the data can be refined into a
piece of correct characteristic values. From the correct
values, the system can detect the protected image. If the
image has been tampered by an intruder, the system
outputs a detection image and a restoration image of the
same size as the protected image. The detection image
shows that the blocks in the protected image have been
tampered by an intruder. The restoration image indi-

Reconstruct the
mean image of a

—» specific image

image into
overlapping
domain blocks

Partition the mean

Generate the
efficient
—» domain pool

> Reconstruct a

Is the block coded

Input headers using the mean?

and fractal codes

decoding block by
the new affine
transformation

Output a
decoding
image

>

Reconstruct a block

by the mean

Fig. 2. Flow chart of the decoding stage for the iteration-free scheme.
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Input a specific
image

Extract the characteristic values

b based on the iteration-free scheme P the characteristic

Make three copies of

values

v

Output the
protected image

Hide the characteristic

—— values in the LSB

Permute the characteristic
[—— values using the

pseudorandom number
generator

Fig. 4. Flow chart of the embedding stage for the proposed system.

cates that the tampered blocks have been restored by the
characteristic values. A flow chart of the detection and
restoration stage in the system is shown in Fig. 5.

3.1. Extraction and embedding stages

3.1.1. Extract characteristic values from a specific image

First, an [ x [ specific image F is inputted into the
proposed system and the image F is partitioned into
1/B x I/B range blocks R, of size B x B, where 0 <r <
(I/B x1/B)— 1. R.(i,j) denotes the value of pixel (i, )
in R, and 0 <i,j<B — 1. Fig. 6(a) shows that an image
is partitioned into range blocks. Then, the mean value
m, of the range block is computed by Eq. (1).

The system generates an //B x I/B mean image
whose pixel value corresponds to the average of each
range block. Also, there are ([/B—B+1)x
(I/B — B + 1) domain blocks in the mean image M as in
Fig. 6(b). However, the domain blocks are very similar
to each other. The system employs the block-averaging
method (Chang and Kuo, 2000) to reduce the redun-
dancy and generates an efficient domain pool.

Mean image
(a) (b)

Fig. 6. Example of the partitioned image and the mean image.

Second, the variance of each range block R, is eval-
uvated. If the variance is smaller than the threshold THy,
the mean of the range block R, is used as the charac-
teristic value of the block and the mean is expressed by 7
bits. On the other hand, if the variance is larger than the
threshold THy; the domain block is rotated and re-
flected by the isometric transformation as in Fig. 7.
Then, the blocks are compared with the range block and
the most similar one is selected. The characteristic value

Input a protected image

—| protected image

Extract data from the

Permute the extracted data using the
—» pseudorandom number generator

Do nothing «

Output the tampered position ¢

\ 4

Refine the data into a piece of correct
characteristic values

v

Detect the protected image,
Is it tampered ?

image

Output the restoration image -

Restore the tampered blocks using
characteristic values <

Fig. 5. Flow chart of the detection and restoration stages.
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'hl

(e) Reflected diagonally (f) Reflected anti-diagonally (g) Reflected horizontally  (h) Reflected vertically

Fig. 7. Example of isometric transformation blocks.

of range block R, is expressed by the position in the
efficient domain blocks, the value of the isometric
transformation and the mean of the range block. The
value of the isometric transformation is represented by 3
bits and the mean of the range block is represented by 7
bits. To save the position of domain blocks, the number
of bits Bitspp is dependent upon the number of blocks in
the efficient pool and is computed as follows:

Bitspp = [log, Np |, (6)

where Np is the number of all of the domain blocks in
the efficient domain pool. Once the characteristic values
of all range blocks are found, the extraction procedure is
complete.

After the aforementioned procedure, the extracted
characteristic values consist of the means of all range
blocks in the protected image, the isometries and the
position of all range blocks for the high variance. Ob-
viously, the number of characteristic values is not fixed,
because the number of domain blocks in the efficient
pool is variable and the threshold THy will affect the
number of smooth range blocks, which are low variance.
For example, if the number of domain blocks in the
efficient pool is small, the number of bits used to record
the position will also be decreased. Similarly, if the
threshold THy is raised, the number of range blocks
using the mean to represent the characteristic values will
be increased, and the number of bits to store the posi-
tion of the domain blocks and the isometries will be
decreased by a significant amount.

For the convenience of extracting characteristic
values, the header information H = {Hy, H,H,, ...,
Hjy_1} of size I x I has to be added to the characteristic
values, where H are binary values. The information can
indicate whether or not the variance of range blocks is
larger than the threshold THy.

3.1.2. Hiding characteristic values into the image

Each pixel in a gray digital image contains eight bits,
so there are 28 = 256 gray levels for a pixel. The heaviest
bit in a pixel is called the most significant bit (MSB),

because the MSB can determine the pixel value is in-
creased or decreased by 128. On the other hand, the LSB
can only determine whether the pixel value is increased
or decreased by one. According to the previous state-
ment, if we modify the LSB that slightly influences the
pixel value, the view seen by the human eye is also af-
fected slightly. Therefore, the characteristic values are
embedded into the LSB in the proposed scheme and the
protected image still retains its high quality.

Before embedding the characteristic values, the sys-
tem has to make three pieces of characteristic values,
which are used to correct the tampered regions if the
blocks in the protected image are tampered by an in-
truder. In order to keep the characteristic values secret,
the values have to be permuted by a pseudorandom
number generator. Assume the bit values of the char-
acterization are C = {C;[i=0,1,2,...,1 xI —1}. The
system gives a seed to the pseudorandom number gen-
erator and generates a random sequence L = {Lo,Li,
Ly,...,Lixs—1} of size I x I, where L; € [0, x [ — 1] and
L; # L;, if i # j. The seed is stored and used in the de-
tection and restoration. Here an array 4 of size I x [ has
to be set for storing the bit values of the characteriza-
tion with the order of the sequence L. Thus, the per-
muted characteristic values can be found. Finally, the
least significant bit LSBr = {LSBy, LSB;,LSB,,...,
LSBy;y;—1} of all pixels perform AND logical operation
with zero, and all of the LSBr bits will become to be
zero. Consequently, a protected image F’ can be ob-
tained by executing OR logical operation using the
values stored in array 4 and LSBp, according to the
order of the sequence L.

3.2. Detecting and restoring the tampered image

3.2.1. Extracting characteristic values

Let F’ be the final result, i.c., the protected image. In
the first step, the characteristic values have to be ex-
tracted from F’ in detection and restoration of the
tampered image stage. The seed is restored from the
system to generate a random sequence L = {Lo,L,
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Ly,...,Lixs—1}, which is the same as the one in the
embedding stage. Then, the index of array A is replaced
by the sequence L, the values of LSB} = {LSBy, LSB],
LSB),...,LSB), , |} are restored to array A and three
pieces of characteristic values C’ are obtained. Note that
the characteristic values are used to generate the header
information. The system first corrects the header errors.
Let H;={Hl,,Hl},HLY,,... . Hl, , |}, H;={H2,
H2\,H2,, ... .H2} , .}, and Hj = {H3),H3|,H3),...,
H3.; 1} The header bits with the same index in Hj, Hj},
and Hj are compared with each other. If two or more
are equal in these headers, we claim that the information
is correct. When all headers are compared respectively, a
piece of a correct header is obtained. The correct header
is utilized to extract the positions and the isometries of
domain blocks and the means of all range blocks in the
three pieces of characteristic values. Finally, three copies
of the range blocks are gathered to correct the errors,
and a piece of characteristic values can be precisely in-
tegrated.

3.2.2. Detecting tampered blocks in an image

In the second step, the position of the tampered
blocks in a protected image is computed during the
detection stage. The system generates a detection image
and a restoration image, and both sizes are equal to the
protected image F’. The image F’ is partitioned into
non-overlapping range blocks of size B x B, and the
system computes the means of the range blocks. If the
mean of the range blocks is equal to the corresponding
mean of the characteristic values, this indicates that the
range block of F’ is not tampered by an intruder. Then,
the range block is duplicated and outputted to the de-
tection image and the restoration image in their corre-
sponding positions. If the range blocks in the protected
image are tampered by an intruder, the mean of the
range block must be changed. Therefore, the mean of
the tampered block is different from the corresponding
mean in the characteristic values; the system deems that
the range block is tampered by an intruder. When de-
tecting a tampered range block, the system outputs a
white block of size B x B to the detection image and
labels the positions where is tampered by an intruder. At
the same time, the system also creates a restoration
image in which the range block is transformed by the
characteristic values.

3.2.3. Restoring the tampered image

To restore the tampered blocks, the means of the
range blocks in the characteristic values are combined to
generate a mean image. Then the efficient domain pool is
created from the mean image. Furthermore, the header
information is provided to determine whether or not the
tampered block has high variance. If the variance of the
range block is low, it is restored by the mean. Otherwise,
the tampered block is restored by its position in the

domain pool, isometry, and the mean of the range block
in the characteristic values.

4. Experimental results

In this paper, the system is designed by Java 1.2.1. on
an Intel Pentium III 600E PC. Fig. 8(a) shows the
original 512 x 512 LENA, which is partitioned into
8 x 8 range blocks and the PSNR of protected LENA is
51.15 dB. The mean image of LENA of size 64 x 64 is
shown in Fig. 8(b). An efficient domain pool is gener-
ated from Fig. 8(b) and shown in Fig. 8(c), which has
225 8 x 8 efficient domain blocks. Fig. 8(d) is a tam-
pered image with a PSNR of 28.39 dB. Fig. 8(e) is the
detection image and Fig. 8(f) is the restoration image
with a PRNR of 43.27 dB.

The experimental results of PEPPER are shown in
Fig. 9. Fig. 9(a) shows a protected 512 x 512 PEPPER
which is partitioned into 8 x 8 range blocks and its
PSNR is 51.13 dB. Fig. 9(b) is the mean image of
PEPPER of size 64 x 64. Fig. 9(c) is an efficient domain
pool generated from Fig. 9(b) and there are 225 8 x 8
domain blocks in Fig. 9(c). Fig. 9(d) is a tampered image
with a PSNR of 28.87 dB. Fig. 9(e) is the detection
image and Fig. 9(f) is the restoration image with a
PSNR of 38.67 dB.

5. Discussions

In this section, several discussions are presented.

(1) In the embedding stage, a problem is raised when
a pixel value embeds one bit at most. The question be-
comes what is the relationship between the size of the
range block and the amount of characteristic values? To
solve this problem, we show how many characteristic
values will be generated in this stage. Assume that the
source image F of size / x [ is partitioned into non-
overlapping blocks R, of size B x B where R, are range
blocks and 0<»< ({/B) x (I/B) — 1 If the variance of
R, is smaller than the threshold THy, the mean value of
R, is used as the characteristic value with 7 bits. If the
variance of R, is larger than the threshold THy, the
characteristic values contain the position in the efficient
pool, the isometric values and the mean value. The
number of bits used to express the position is evaluated
as in Eq. (6). In general, the number of domain blocks in
the efficient pool is less than 256, that is, Np = 256,
Bitspp = [log, Np] = 8 bits. The number of isometries is
3 bits. The mean value requires 7 bits to store it. In
addition, the header information H; of 1 bit size is added
to the characteristic value for each range block. There
are a total of 8 bits used to store the characteristic value
if its variance is less than the threshold and 19 bits if its
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()

(d)

Fig. 8. Experimental results (1).

variance is larger than the threshold. Furthermore, the
system makes three copies of the characteristic values in
order to recover the tampered image. We assume with-
out loss of generality that there is a 50% chance that the
variance of the range block is larger than the threshold.
Thus, the capacity of the image is sufficient to hide the
characteristic values only if the following holds true:

3(%(8(1/3 x 1/B)) +%(19(1/3 x 1/3))) <IxI. (7)

We solve Eq. (7) and obtain the size B of each block
that is larger than six pixels. That is, the image should be
partitioned into range blocks of size B > 7 In our ex-
periment, the block size is eight pixels.

(2) Two factors including the threshold value and the
number of domain blocks in the efficient pool will in-
fluence the amount of characteristic values in the system.
If the threshold value is raised, the number of blocks in
which the variance is larger than the threshold, will be
reduced. The number of characteristic values will also be
reduced, since the number of bits needed to store the
position and the isometries is not required. Similarly, the
number of domain blocks in the efficient pool is raised,
the number of bits needed to save the position will also
be increased, and the number of characteristic values

will also be increased. In general, there are 256 blocks in
the efficient pool sufficient to match the range blocks.
(3) Recently, the image authentication technique (Lin
and Chang, 2001) not only prevents image from tam-
pered, but also allows acceptable lossy compression.
However, their scheme could detect tampered regions,
but could not recover the regions to original. In our
method, the protected image can resist the lossless
compression but the performance will be reduced in the
lossy compression, since the embedding technique for
hiding information in LSB is sensitive to the compres-
sion. To overcome the problem, we can properly modify
the technique by using a transformation, such as discrete
cosine transformation (Chen et al., 1999), which trans-
forms the spatial domain of an image into a frequency
domain. The information is hided in the low-middle
frequency domain and the resistance of lossy compres-
sion can be improved. Thus, the proposed scheme not
only detects the tampered regions and restores the im-
age, but also resists the attacks of lossy compression.
(4) In this paper, we present a novel method different
from the previous ones to solve the problem of image
integrity. The proposed scheme uses the fractal com-
pression method to refine the characteristic values and
embed them into the least significant bits of the image.
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Fig. 9. Experimental results (2).

Furthermore, the system can extract the information
from the protected image and permute it to find the
characteristic values. The detection and restoration
schemes are performed to determine and recover the
tampered regions. Using this method, the detection of
the tampered regions and recovery of an image can be
efficiently achieved. Moreover, we can slightly modify
the proposed scheme by inserting a signature scheme.
That is, one copy of the characteristic value can be en-
crypted to a signature using the RSA scheme (Rivest
et al., 1978), and then it can be embedded into the image.
The receiver can verify the signature using the sender’s
public key and authenticate the author of the image. In
this case, copyright protection, image integrity and im-
age recovery are completely integrated into one system.
Therefore, the new detecting and restoring the tampered
images based on iteration-free fractal compression can
be applied to the image transmission over the Internet.

6. Conclusions
We have proposed a detection and restoration system

for tampered images based on iteration-free fractal
compression. The system extracts characteristic values

from a specific image and hides them into the protected
image. The detection scheme can inspect whether or not
the block is tampered. The restoration technique can
restore the tampered blocks to their original form from
characteristic values without needing the source image.
The number of bits in the characteristic values is vari-
able according to the number of domain blocks in the
efficient pool and the threshold THy, which determines
whether the range blocks are computed by the mean or
by the characteristic values. The experimental results
show that the tampered blocks in a protected image can
be precisely detected, and the image is restored with high
quality by the characteristic values.
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