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Abstract

Owing to personal computers being applied in many fields and Irternet
becoming popular and easier to use, most information is transmitted with digital
format. Therefore, data copying and back up are more and more easier in the world
wide web and multimedia. The copyright and authentication gradually lose their
security. How to protect intellectual property becomes important in technical study
and research. Recently, the watermarking technique was proposed to solve the
problem of protecting the intellectud property.

In this paper, a watermark embedded in the host image by DCT transform has
been proposed. There are several papers using the same manner to embed watermark
into middle-band coefficients of DCT block. The Joint Photograph Expert Group
(JPEG) image compression usually discards the high-band frequency in DCT block
including some middle-band data. In this paper the lower-band coefficient of DCT
block was employed, since it is robust against the attack by the JPEG. In order to
improve the imperceptions, only one bit was embedded in each coefficient of a DCT
block. The experimental results show the proposed approach is correct.

Keywords — Discrete Cosine Transform (DCT), Frequency Domain, Joint
Photographic Experts Group (JPEG), Robust, Transparency.

1. Introduction

Since, Computer and Internet make the world become digitization. Most
information is easy to transmit and duplicate but unauthorized reproduction becomes
a serious problem. Unlike the traditional visible watermark found on paper, the
dispute here is to introduce a digital watermark that does not vary the perceived
quality of the image content. Watermarking is a potential method to discourage
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unauthorized copying or attest the origin of the image. Generaly, digit watermarks
must satisfy the following requirements.

a. Imper ceptible
The watermark should be imperceptible to human observe while the host image is
embedded with secret data and illegal removal of watermark must be impossible.

b. Secureand reliable
The embedded watermark cannot be deleted and retrieved from the host image,
even if the embedded agorithms are known.

C. Robust
The watermarked image must be resistant encounter any type of signal and
geometric distortion processing. The watermark can survive from all of the
international attacks like as JPEG compression, cropping and resizing.

d. Unambiguous

The objective of watermarking technigque includes author identification, verification,
and copyright protection. The watermark logo must be unambiguously identifying the
owner.

The watermarking techniques can be classified into two categories. ore is
processed in spatial domain and the other is accomplished in transform domain. In the
gpatial domain [1-3], visual modes derived from data compression are very suited for
the digital watermarking situation. Many great performance of perceptua coding is
based on the just noticeable distortion (JND), so there are many papers based on JIND
to embedded watermark into host image [11,12]. A number of data embedding
techniques are based on the method of replacing the least significant bits in the pixels
of the host image and a pseudo-random number system is usually used to the security
task.

Many approaches [4-6], based on the Discrete Cosine Transform (DCT) or
Discrete Wavelet Transform (DWT) in which watermarks are embedded in transform
domain [7-9]. The Discrete Fourier transform (DFT) is another method in transform
domain to hidden watermark based on polar map for the accurate and efficient
recovery image [13]. The proposed approach is aso hiding watermark in transform
domain.

This paper is organized as follows. In Section 2, some watermarked images
embedded into the lower band coefficients of DCT in host image will be discussed.
The embedding approach is described in Section 3, and the extraction method is
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presented in Section 4. Experimental results are found in Section 5. Finaly,
conclusions are presented in Section 6.

2. TheDiscrete Cosine Transform

The DCT is a very popular transform function used in signal processing. It
transforms a signal from spatial domain to frequency domain. Due to good
performance, it has been used in JPEG standard for image compression. DCT has
been applied in many fields such as data compression, pattern recognition, image
processing, and so on. The DCT transform and its inverse manner can be expressed as
follows

Fu) = CUEDE & 1) loog BLDPooq O, @
f(1.0)=8 & CCHF ey EL P ooq B, @
where

C(w)=1/+2 when W =0

Cw) =1 when W =1,23,...n-1

As an image transformed by the DCT, it is usualy divided into non-overlapped
M m block. In general, a block always consists of 8" 8 components. The block
coefficients are shown in figure 1. The left-top coefficient is the DC value while the
others stand for AC components. The zigzag scanning permutation is implied the
energy distribution from high to low as well as from low frequency to high frequency
with the same manner. The human eyes are more sensitive to noise in lower-frequency
band than higher frequency. The energy of natural image is concentrated in the lower
frequency range. The watermark hidden in the higher frequency band might be
discarded after alossy compression. Therefore, the watermark is always embedded in
the lower-band range of the host image that transformed by DCT is perfect selection.
The lower-band coefficients of DCT block are described asin Figure 2.
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3. The Proposed Embedding Algorithm

In our approach, an origina gray-level image of size (N N) is divided into n =
(N" N)/(8 8 nonoverlapped blocks (8" 8) which are transformed to frequency
domain by the DCT. Each block has 64 coefficients as shown in Figure 1. The
watermark bit stream is embedded into eight coefficierts in lower band of each block
shown in Figure 2.

For the purpose of scattering watermark into the host image and prompting
security, we use pseudo random system to generate a random position in
watermarking algorithm. The secret number is as a seed to feed into pseudo random
number system in which a size of n (N~ N/64) nonrepeated random numbers is
generated. Since it is time consumption in the pseudo random number system, we can
calculate the random number set with off line manner. The processing of embedding
watermark is described below.

1. Seguentidly extract out every 8-hit data from watermark-bit- stream.

2. Obtain a random number, generated by pseudo random system, which points to
oneof n blocks of hogt image.

3. Embed extracted the 8-bit watermarking data into the 8 lower-band coefficientsin
the block pointed by previous step.

4. Repeat step 1 to step 3, until the watermark bit stream is run out.

5. The proposed employee replace bit to embedded watermark bit stream, and it was
hidden at position bit 3 in the selected 8-hit coefficient. If the watermark bit is“1”
then bit 3to “1” othewise “0’.

The detail embedding processis shown in Figure 3.

4. The Extraction Algorithm

The extraction step of watermark from host image is similar to the process of the
embedded algorithm. We use the same set of random number, which is applied in the
embedded strategy. The watermarked image must be transformed to frequency
domain by DCT approach The &bit watermark data of each DCT block will be
extracted by mean of the inverse step that is embedded. Once all of the 8-hit
watermark data are extracted, we rearrange the watermark bit stream to configure the
origind watermark image as soon. The exaction step is described below.

1. Transform the watermarked image to frequency domain by DCT.

2. Use the same set of random numbers, which is gpplied in the embedding process.

3. Apply the random number to find the exact location of the DCT block in the
watermarked image.
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4. Extract 8-bit watermark data from each DCT block by means of the inverse
embedded. The watermark bit is “1” when bit 3 is “1” of selected DCT-block
coefficient otherwise the watermark bit is“0”.

5. Rearrange the 8-hit data into watermark image.

The extraction agorithm is shown in Figure 4.

5. Experimental Results

5.1 Peak Signal Noise Ratio (PSNR) M easurement
The watermark should be imperceptible to human observation while the host
image is embedded with secret data. How to get a method to measure the host
image imperceptible is important. In this paper we employee the PSNR to
indicate the transparency degree. The PSNR describe below

255
PSNR =10log,, T ©)
A8,
N™N i=0 j=0 "
where x;;, X, are the gray-scale values of host and watermarked images and

N~ N is the sze of image respectively.

5.2 Experimental results

Experimental results of the proposed data embedding and extraction are
presented and discussed in this section. Two 8bit images with a szeof 64" 64
“NCIT” were simulated. Imperceptible or transparency can be obtained from
the PSNR of embedded image.

The original image “Lend’ with asize of 512" 512 is shown in Figure 5(a).
Embedded image was shown in figure 5(b). It cannot be found any difference by
human vision. The embedded images compressed by JPEG method with quality 90%,
70%, painting, and cropping are shown in 5(c) to 5(f) respectively. The watermarked
images attacked by JPEG compression method with quality 90%, 80%, 70%, and
cropping and painting are shown in Figures 6(a) to 6(f).

Table 1 shows the transparency performance of the watermarked image. Most
approaches embedded the hidden data into the middle band of the DCT block. In the
proposed method, the bit stream is hidden in the lower band. Table 2 shows the
performance comparison between the other’'s scheme [14] and the proposed scheme.
From the experimentd results, the transparency performance isimproved.
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6. Conclusion

Many of watermarking techniques have presented in spatial domain and transform
domain. The performance of watermarking is upgraded day by day. In this paper the
watermarks were embedded the lower band of the DCT block in the host image. the
pseudo random system are used to generate a scatter random number in order ©
enhance the security.

Since the 3-dimension image and digital movies such as DVD are widely applied
in computer and Internet, the protection of authentication and copyright in the video
image are very important. The owner will be grade to post his products in Internet if
the copyright is protected. Due to the video being real-time playing, a good
performance and fast algorithm based the proposed approach for watermarking in the
video will be our future research.
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Figure 1. The DCT block coefficient and zig-zeg

631
(o3}

N
o[~[F
\l

Figure 2. The eight lower -band coefficients.
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Figure 5. Test images for several attacks: (a) Original image; (b) Embedded
image; (c) JPEG 90% quality; (d) JPEG 70% quality; (e)

Painting; and (f) Cropping.
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Figure 6. Test image “NCIT”: (a) Watermark “NCIT” through JPEG 100%;
(b) JPEG 90% quality; (c) JPEG 80% quadlity; (d) JPEG 70% quality;

(e)Cropping attack; and (f) painting attack.

Table 1. the PSNR of watermark embedded.

Embedded image Watermark PSNR
Lena NCIT 42.15
Pepper NCIT 43.1167
Table 2. the PSNR comparison of watermark embedded.

Embedded Approach Embedded Image PSNR
JND Approach A Lena 40.438
JND Approach B Lena 40.426
Proposed method Lena 42.15
Proposed method Pepper 43.1167
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(Internet)
(Authentication)
(Copyright)
(Host Image)
(Discrete Cosine Transform) (Watermark)
(Frequency
Domain)
DCT (Middle Band)
(Joint Photographic Experts Group, JPEG)
DCT JPEG
: DCT
(Lower Band) (Robust) DCT
(BIT) (Watermarked Image)
(Imperceptible)
(Transparency)
: (DCT) (Frequency Domain)
(JPEG) (Robust) (Transparency)
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