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The data communication is becoming more and more rapidly and conveniently due
to the information technology and Internet expeditious development. Therefore, the
protections of information security and integrity are becoming very important in the
network transmission. The data hiding schemes and the embedding security are needed
to consider in the image research, but how to enhance embedding capacity without
losing image quality is become priority research centers. Spatial domain information
hiding using histogram modification techniques to hide secret has become trend, but the
lower embedding capacity often subject to the histogram peak point frequency
restriction. For this reason, we will propose reversible data hiding techniques based on
the neighboring pixels prediction method that using two levels prediction makes the
pixels effective exploitation. In the first phase, we use the neighbor pixels, median and
mean values to evaluate the prediction difference and compute the difference histogram
of the image. The second phase uses an inverse S form to scan image and compute the
prediction difference that can generate the second difference histogram. By the use of
two histograms, the system generates two pairs of peak point, which can be used to
embed the watermark and adjust the hiding capacity. Furthermore, we promote a greater
hiding capacity that using pixel frequency of block as prediction data hiding technique.
This method explores the frequency of pixels in each block and uses them as the
predictive values. Because the neighboring pixels of blocks have the similar
characteristics and the differences of prediction pixels are approximately that the hiding
capacity can effectively increase. Furthermore, our study will propose the new data
hiding technique that design a dynamic matrix to embed secret information. We use two
random numbers to generate a dynamic matrix, and the remainder of pixels match with
matrix to embed the information. In the hiding process, we use four pixels as one group
to embed two of novenary system data, and the capacity is higher than LSB hiding
technique. Thus, the proposed data hiding techniques can increase the image carrying
data capacity. In this study, each pixel in the image only adjusts one unit, and the
stego-image can attain to excellent quality. Moreover, our data hiding techniques are
always the reversible data hiding, the stego-image is extracted information without use
the original image information, and can still be reversed to the original image. From the
experimental results, the histogram modification techniques and the dynamic matrix
data hiding schemes not only have high capacity and good PSNR values of image
quality, but also have reversible characteristics of data hiding.

Keywords: Reversible data hiding, Histogram, Prediction difference, Dynamic matrix.
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GRS P o R FR AT P B(Pseudo-random)$ iE g &1 R R 0 G0 R
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[Step 1] % &l
B AL AMXNZRFE RG] 72 %) 52x22 3 2 £ HphRHH

M x N

B> #+¢ {Blk=12..T} T = ™

L - ’ /4 ) 2 2. [
o F - RBIFF X B )8 TR N p e 1)

NT B HRHBE 0 AoB] 3-1 977 o

il;gm_mmrs

Bl 3-1 #ifr
[Step 2] R tgwe b 5 FER £ E 8 1

05 - B (B k=12,..T}23 § = Bt {b;|ijecL2} s s
- WHGFEID, ~ b, b, 8, 4Bl 3-2()FFF o Bk A o BE - R
B, 2 R LE®FMAD, » {D k=12, T} HFRLERAD, 7 B
* {di|iel,2,3,4} C BT B A TR R A E R BAe B 3-2(D) T o A B E MARIT
FELAFZIFR SN BB RS BE T NERLEFR D P - FRE

EAZBIERALE FoOBEJYRERERAAY R e B FELIGE S B
TRRIEZE AN - BREGIERPLE R -

# - %HB 0 (B k=12 T| &P @rliE  § £3° 5 b, b, #b,2 ¢
} H ¥ median % 7 5 ¢ et Sofic o Sk

#Mb » = Mb=median{b,,,b,;.b,
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b, % $52 1 U HCD ?“Cb:(blz; 1 CH [ AR s B R

EARRIL @R AD, 0 {D k=12, T}  Hw BHEE d,i=1234zFpLE

EhroNgeT o

% - BIERILE : d=b,—Mb=b,—median{b,.b,,.b,,} (3.1)
- BAERIALE  d, =b2,2—Cb=b2’2—{bl'2;b2’11 , (3.2)
¥Z BARRIAE D dy=b,-b,, (33)
S BIRILE : d,=b,, (34)

=R By d s

A J

@ (b)
F132 GRS aRLE T LR

F-BREGERAEESFRLIERA S F-RBETEZ BIERLELS B G

&
Y

d~d,~d, @ e BIERLE =, 45 RFRGE B B0 ¥ - FREA

-~

SERleE o RL B d,1=12,34%2 % FHAF4oH 3-2(0) 0 1F A B

[Step3) * EsERLEHGIID2 $- K2 > FHID

FEAERZER G 11D % - FFEE > BIHID - BXIERL EF 11d,
11d, e 11D » # ¢ 11d, €[-255,255] » &gl £ @8 v »3- B 915 BH2 d, ~ d,

d, TRz St Wi W A4 % - B2 BHID -
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[Step4] H 1% - E S W2 HEBLFa

WHIDE = B¢ FHFRL E0E IMb 5 8= 5 chlicie > 2 5 b B

PH, 7= %% 8. PL » 2 ¢ PH, > PL » 2% 8L PH, »% % )~ = B % 8L PL 0 2 f)

B2 FREZH, 2 7L 0 B0 BBEA S Gk F A MR IRIL R 41D ¢

Bid- BFA - SR ENRSE T PH2PL > Bz L B8 FE

L Pd, #2Ld, > *Pd,>Ld, 5 &45 4 PH, & Bl fenE B ZH,
87U > 7 W HID 45 M R = chEhZH, 0 H ¢ ZH, 2 £ @ 3

Pzd, e[Pd, +1,255] » & H1D45 & 13 % = engL ZL, > H

Lzd, e[-255, Ld, -1] -

[Step 5] ++ ¥ ¥ = R EFERI £ B3 RFHFH 12D

B E R -FERRALER > ¥ - BIRRALEGE,
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i

S ZL 2 £ A
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X
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l 124, | 12d, | 124,
5 b 5 12d, | 124, | 124,
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11D 12D
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[Step 6] ## 3% # i§.12D % FHRI £ @5 13D

B AR 12D 15 0 R 12D 2 A B 5 12d - ie{l2..T) #¢

= |\g><2N ) ﬁl—‘ﬂﬂdé\‘x § 12D i x S BB R 7] ,%f«ﬂﬁlﬁgﬁ o2 FER X B
X

71 13D 4B 3-4 > 5E§E'J§;E'-_€J-E‘%;\l‘i"u— lg;% R fS — l]};f%\-’%fg‘_a,’ﬁﬁ?:ﬁﬁ R

SR e RN, > P E S R
12d,,i=1

0 <1’ (35)
12d, ,—-12d,,2<i<T
X
G2 TRl A LA 13D o AR L E A B 13d,i=12,..T ¢

nd, | 13d, | B3, | Bd, | Bds | B3, | 134, | 13d, | T3d,

B 3-4 FEpILELF 13D

[Step7) BRI £ 2% I13DA2 - E*WMH2D

BRRFERI £ @ 5% 13d, > 13d, € 13D » # ¢ 13d, €[-255,255] » &ifipl 4 &t
Pl o ETy A B2 ML Ao WP RUIFHEI S B A2 5 BE S BH2D -
[Step8) H % - e *WMH2D2 & ¥ B2 T 8

K H2DE S RBIP FHFRELEGHE M E S8 5 il > T L AR L
PH,®=x g% g.PL,» ¢ PH,>PL, » E¥ gz £ @i % ® 5 Pd, 2Ld, - &%
s 8L PH, »t 4 fp) ~ =% BLPL, 2 ) > ™ Pd, > Ld, » ¥ A w45 41 PH, 2 PL,
HEBLZH, 2 ZL, B¢ ZH,2 £ & & 5 Pzd,e[Pd,+1,255] > ZL,2 X @&t

% Lzd, e[-255, Ld,-1] -
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[Step 9] 3+ ¥ > BRERFE

A 2P EF > BRFTAFTEZEAE > R rFTAZFETI-BE S B2
B SR KPR~ FE 5 Total > 3 E 40T

Total = PH, + PL, + PH, + PL, > (3.6)

BB T AR B RTAITEL LA B S ARSI E -

B2 BEE B0 BRKATR A B - 0 B % T Secretl 0 X FE S NS o b
NS,=PH,+PL, ; H » %= % > B2 % 73 5 Secret2 » # ¥ & 5 NS, » ¥
NS,=PH, +PL, o B3k $t » 2 R FTAZ 5k T - F & Total B > 435 B
Boo SRS F SRR EET 2B Fr R T EE I R
EFgEELm -

[Step 10] 3:x#gRIZ EA 2 5 - =B E * B H1D'
SERBRETAIERLEEGRIID? > BER L @B IID A B2 E
HID » 4 B T E > Wl gl » 8% 6+ 2 FRFOGE EA Y
e EH - B m R R ERIRERAGFELS N 2B - B

Aoz kPR ITARETART LB EHE SR BIFRLER

ﬁ'm-\
>
=

§ 11D ¢ EIERIL @ 10d, A 8k B[P, +1, Pzd, ~1] » RISERIL @ 4c— 5 £

Juy

Z 8 11d, 4>t % B [Lzd, +1,Ld, 1] > RISERIA @R - o BRI A o
L

11d,, if 11d, = Pd, [ 11d, = Ld,
11d, ={11d, +1,if Pd, +1<11d, <Pzd, -1 - (3.7)
11d, -1, if Lzd, +1<11d, < Ld, -1

EEBAL L $- =H32 BT s HID -
[&mﬂ]%»ﬁ%%ﬂSmm1
AR R 7 Secretl gk » SRR L ER G NID BF o SR TR ER o F IR
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ABENHFHEBEPD > ? Secret 1ig 5 OFF > PIFERIZ B4 e FIERILEE
WEBMEEPD > Sov 1E 5 1o RFRRI L E4 - - FIRRILEE > F % & Ld,
® Secretliz 5 O pFo> RISERI AL B 7 fec % F R L EE > 54 & Ld, * Secretl
B 1o PIAERIAZER - c KIPRIZEFHNIID 2 i B 5 11d, > &~ 2 2 FFRIZ
@ 11d, 3+ & 40T ¢
11d,, if Secretl=0&(11d, = Pd, | 11d, = Ld,)
11d, =4 11d, +1, if Secretl=1& 11d, = Pd, ’ (3.8)
11d, -1, if Secretl=1&11d, = Ld,
EAFSHIE DIFRPRLZEBGREFZE S L -

[Step 12] %l ¢ % - [2 & & %8 %Cl

MR A B G RR BB TG ERGCI > JI* TER £ E 11d, 2 4p
R 4n R b B B G ER R B Ch > FIRL B 11d S e R
RbeB bk B3 % 5 FIERE B 11d 43 % F[Pd, +1,Pzd, 1] 2 B » P R 4082 i

FApRl £ & 10d 4 R B [Lzd, +1, Ld, —1] - BU3% R de foE B b R
-0 RARGNF Rdos e
b,if (11d, =Pd, |11d, = Ld,)
Ch =<b +1,if Pd, +1<11d, <Pzd,~1 > (3.9)
b —1,if Lzd, +1<11d, <Ld, -1
S E N B E - R £ C -
[Step 13] B:xFgRIL EA 2 5= =B 2 > M H2D'

PR R T RONIERILEL G I3D ¢ 0 A FiIFE e Stepl0 s AL E R
G 13D “TH enE * B H2D > FHRIFERIL EE S BB F & B2 4 RIE R R
TRNGF AN - BEE FIP 2T R F T IR EE R T I o B IER

A @ 13d 4% % B [Pd,+1,Pzd, -1] > RIFERI L E4c— 5 FIERIZLE13d 13 %
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[Lzd, +1,Ld, -1] » PIFE Rl £ @~ - FERIEL @

K

13d,,if 13d =Pd, |13d, = Ld,
13d, =1 13d, +1, if Pd, +1<13d, < Pzd, -1 » (3.10)
13d, -1, if Lzd, +1<13d. < Ld, -1
ErBEAL 25 B2 RTLH2D -
[ Step 14]) # » % % 3 Secret?2
b ﬁgm Secret2 44 » TPl £ 4 7] 13D ¥ > (7% 4o Stepll » #Fpr iR £ &
W I3D > FIERIEBEE BB E E P, 2 Secret2 & 5 0 FF o RIRRI L E A

R FIRAEE R EEPd, > ¥ Secret2 @ i 1o PIFERIA B - o

b
=

I

Bl

B A BRI 54 ELd,? Secret2 i@ i 0 FF o RTRRIE B e EIRRI A
FxS g% iEld,® Secret2 e 5 1 RIFERIL B - o KIFPIL ER 13D 2 ik
% ® 5 13d, 0 Fr (S eniER £ @ 13d, 38 4o 58 310 -
13d.,if Secret2=0&(13d, =Pd, | 13d. = Ld,)
13d, =4 13d, +1,if Secret2=1& 13d, = Pd, : (3.11)
13d, -1,if Secret2=1&13d, = Ld,
EAFS O IE DIFRGFRILZE L Fad s o
[Step15) #WiT% = P £k CI'
Bk 5 B CI 2 B b, o % = B R A b 2 A £ IER £ 13d]
ARET EEREREED,  BEEGEERF » S AHEM G EREC 2 w5
b, =% 7 @ % B GERHCH 4o 5 312

. [b,i=1
b = L ’ (3.12)
b,—13d,2<i<T

[Step 167 4§ 21 3F 73 80 3 AR 1

B AR EE TS $E 5 (PH,, Pdy, PL, Ly, PH,, Pd,, PL, Ld, ) 25 - 80k
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MxN
2%x2

P2X2THH B - RHISGI e BHEEHIT = LM E AT R o

[Step 2] F & S q4F & H.

A LB BIERLED BB R TR SHPERR



b SRk BARE BT - BT b, ok B 5 #orrd chb,, #E o 5 8 h
"HCD - hFE s be 0 i=12,..T -
[ Step 3] 3~48 % 7 2 Secret2

Flr TR AR TR ERE A o 2 CERB S
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=
=
&y
o

R A ELS] 0 RCABRRB L] o BLELARE 53 X ER2Z RE > RTE
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d,—Lif NZ+1<d, <NH -1

FHE S BRP AR 440 FRIEEGE B &% EF[L2]Y o FFRILEA-
di=d;+1> T+ #H- BEF; FRLED EFREF[3-2]7 » FFRLERF-

)

|rml.

di=d-1>FTZH- BEr> FPEFRRLEDZHBFERD > 2 2 i

HD' -

14

12

-4 -3 -2 -1 0 1 2 3

W44 FFRIZE2ZZHE > BHD'

42



[Step7)] "EAB T TR

E- WP Secret £ 7 5 T BT Mo AR-Secret g~ A L ERGD'P
HARRHEEB S LER G FE G Ed 200 fod gL PH & § o B8
NH » 2@ 3 FEs0)y PIgg a2 % kX & PR Fn 5 1) /o

Pl Bk B g - > Td =d +1 f g ER- > Td =d -1 o Fas
ok B d 3 H 42 58 (44) -

d.,if Secret =0& (d, = PH |d, = NH)
d =<d +1if Secret=1&d, = PH , (4.4)
d. —1,if Secret=1&d, = NH

EALHBEFIP BTN 2FE S 500 A ERP R T ARGy~ FHD" -

[Step8) # 1% % £ 8k
EHFWBTARGD WS B ERG o L H IR GD L]

5332 A EHNTRH FEE5 A MT B HF RIB, AT ENIER Em, o 30

Bfem, R4 R EP & B R B 2R (@45) -
b —m —d (45)

T AF 0 %i’f»—"ﬁ'}a L BTN R ARk E o T ?E'E'Jﬁ*ﬁ A
Fenn ER G .

[Step 9] & iher Fin st & X¥ %

#3721 AHSF T3¢ (Head information) = #4 i (PH,NH,PZ,NZ) ~ %dic% 31 4
(MT ) » 5ok Er2 ARG S AR FT A E JI* 25l L8B3 4503 > b

FOAT S RE R T E b e
R E AR o I A BB ER A TR Mg B D RE W
= 4

A PR AT OLR AL F Rk ] MN 2R3 i Pt P e

43



PR P E S E R L T il AL i o T
A4 A B E S BlE °1a’+ﬁ v B BN T oA g B BAp e B Bl 0 R

BIER i P B A3 F ) BB b Rl (FIER 0 Aot - koo EER
SR DR € A o
42 B* B RARETAR N AL GERR

LB GER LB E AR FAR SR - RRES RdKE i 4
MBRERFOWRTIE &L L RSB o PR TR a2 R R i
BoPAGE N TADE »nf o NP R T AE TR 4B oniz o B F

AREE 2R R O B A e T

B R R o ke

[ Stepl]) iié.j» % ER R

B~ - AR MxNE S R R TR B RP R e R 5] %
MT ~ %88 732 %% ghig 22 % gk {e (PH, NH, PZ,NZ) -
[ Step2) # o &)

:tzuﬁig?]»% BER Gl 2B B 23x32 2 EfpnTH o 2

“~

P BET LA T BEAKE > FBRMLB

L=

(B k=12..T} 2 T=
{b|i€l2,..9}35% 4 &% @ -

[Step3]) - &g £ B8 %
RE BRAEEFERDEOFTE  FALREFH BB THBE R FTAMT

-

L TAREBEM 0 AR BRI REN 2 hF £h,i=12,.,9 5 @5

44



PIEEd,i=12,..9 35 %F BaB - k=12 T 2 FFRILEE T2 50
ZEFHD » RHAIPRALEZ hFEdE SN 40T
d=m b » i=12,.,9 (4.6)

[Stepd]) st3tsgplL ER k2 2 > W

E:“-
ﬁ
5
o

FEARAERGD2E R S ARRIE BRI ok Ed,

ud
w
&y
pt]
WL‘ .
=r
o )4

FELFRLEH G2 2> BIHD »sgR L EHE Ed - deD 3
#1 %+-255 1 255 2 ¥ » % d; e{-255,-254,...,255} -
[Step5)] B~ 48 % 73

Bl ippl £ E e (0<d, <255) v e (-255<d,<-1) ¢ z
i 8L PH ~NH F3 0 35 5 4% 7530 Secret 2 B §2 ik o & B 4745 BRE R
AERGD - F 2 ikF Ed > £d=PHor NF> BB~ J 978 » 2 8% F 2
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%61 2R EBHEHEEFY

Level zE

L=1 PH;+PH;

L=2 PH;+PH,+PL,
L=3 PH;+PL;+PH;
L=4 PH;+PL;+PH2+PL,

%62 7 ks B2 PSNR I

L=1 L=2 L=3 L=4
Image #% | PSNR | 28 | PSNR | 7€ | PSNR | 7% | PSNR
Lena 28479 | 51.4341 | 30084 | 50.5772 | 50081 | 49.4428 | 54686 | 48.8829
Jet 37727 | 51.5861 | 44344 |50.7882 | 62293 | 49.6231 | 68910 | 49.0966
Boat 15175 | 51.3497 | 19296 | 50.4607 | 27199 | 49.0879 | 30780 | 48.5405
Baboon | 7641 |51.3505 | 9173 |50.3109 | 13655 | 48.9604 | 15187 | 48.331
Barbara | 16765 | 51.4328 | 20107 | 50.4274 | 29729 | 49.2021 | 33071 | 48.5725
Goldhill | 16835 | 51.7718 | 20277 | 50.8132 | 29571 | 49.1224 | 33313 | 48.575

(@) Lena » PSNR=48.8829
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G 2
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L=4 al.[17] N N
Lena 54686 46839 7847 16.75%
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Boat 30780 29824 956 3.21%
Baboon 15187 14154 1033 7.30%
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PAS 2o 3B E Hong 43 2ch- B0 o ¥ - 3§ > A28 Zhao £

A BTE R B (T o dr 4 6-60 12 Barbara ¥ Goldhill @ 3 > &2 2 % £ 3 >t Zhao

EAZBUIZENFE o NFHRZeRPGFNTHE D 0 A FERTER
Zhao ZRBFLIS B DFE o E’E;"’%\r{"?” wm 0 A2 PSNR 7R
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(e) Barbara © PSNR=48.7287 (f) Goldhill - PSNR=48.7403
B 6-4 %%k

69



e

% 6-5 "Z2HF £ Hongetal ' #&

ERFE
Lena 94145 46839 47306 101.00%
Jet 105379 64863 40516 62.46%
Boat 71960 29824 42136 141.28%
Baboon 52978 14154 38824 274.30%

% 6-6 'R F E 2 Zhaoetal.rt i
TRFE
Image g Zhao et i £ o
al.[42]

Lena 94145 24976 69169 276.94%
Jet 105379 39621 65758 165.97%
Barbara 72473 16845 55628 330.23%
Goldhill 73078 18233 54845 300.80%

64 #HELPYRFTAERFELARGET R

R &% =3R4 ] 5 512x512 A B ffo Lena~ Jet £ Baboon ¥ 3 f 8 i
YRl 6-1(a) ~ (b) ~ (d)777 o % T3 & Bk B BB ) Ho) 3 627%627
o] 6-2 97T o M RAL BB S BB ERFE AR PR AL G K
BB 6-5 #1om o A3 A1 B AR T R TR B F B R 0T
VEA BT Fe B AT AR E - B4 R TS B A s e
?ﬁ’*“éﬁﬁﬁﬂ'% CRAPEH TR L AE BRE T ARG B

K E A

Hi o o
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bk R T A - B A R R
3B R R A A R (5 B R G R4 en PSNR B4R 14 F

#£49.8dB 1t o AR GSEF 0 A SARE R ZE R ZE R Ireeg o d 7

LA ETEA A RPRFALE VBRGS0 53 £8 % PSNR E4-F 6-5



NP ST 227 Fridrich 3 4 2 Chang & 4 2 22 F o g hE £ 2 ik

55 PSNR 4r# 6-7 «

(a) PSNR=49.8780 (b) PSNR=49.8906 - (c) PSNR=49.8963
Bl 65 528

&4 679 » & k2 Fridrich % 4 & 2 /R S 485 % [15] 2 Chang % * “74k
NP L R g 2 2 TALER B LII R FE G G 0 A 2

PG A GARE TR o 2 R[] 2 AR GREIR R - R T
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Ik
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iw BihE T UR A A B L 512X512 A EGFH O RFE  ZETE
512><512><g=393216 bits » J* *£ & 7% & & Fridrich % # o LSB /2 > two-LSB

2 Chang & 4 3 21t g 5 B4 S5 4e 1 207.2% > 53.6% ~ 77.12% - &7 4 = i
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167 LEFEOBGLT R

Image Lena Jet Baboon
Methods (bits) (dB) (bits) (dB) (bits) (dB)
Fridrich et al.

128000 | 54.14 | 128000 | 54.16 | 128000 | 54.14
[15](LSB)
Fridrich et al.

256000 | 47.18 | 256000 | 47.15 | 256000 | 47.16
[15](two-LSB)

Changetal.[11] | 222000 | 50.33 | 222000 | 50.32 | 222000 | 50.34

LIS 393216 | 49.8780 | 393216 | 49.8906 | 393216 | 49.8963

FRFPFWBREAZE ) AT F 5/ N DERP G W o B
PSNR3* B » P enda w3 B i » TAB L & Lo & ¥[34 41 ¥ PSNR
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