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1. Introduction

Network security becomes an important issue in the communi-
cation environment. Password authentication is one of the mecha-
nisms that were widely used to authenticate a legitimate user.
Namely if the network users want to access the remote servers,
they must be authenticated. In most password authentication
schemes, the remote user needs to send a valid pair of the identity
and the password to the remote server to make him/her authenti-
cated when the user wants to access the remote server, In conven-
tional password authentication schemes, the server maintains a
password table to verify the user’s login request as, for example,
in Lamport’s (Lamport, 1981) scheme. However, if an adversary
can break into the server by someway, the table may be easily
modified or corrupted. Then in 1990, Hwang, Chen, and Laih
(1990) proposed a non-interactive password authentication
scheme using a smart card without maintaining verification table.
Many schemes (Hwang & Ku, 1995; Ku & Chen, 2004; Shen, Lin, &
Hwang, 2003; Sun, 2000) have subsequently been proposed to
make secure the authentication over insecure channels, but all
these schemes are designed for the single-server environment.

In conventional user authentication schemes, a network user
not only needs to log into various remote servers with repetitive
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registration, but also needs to remember the various user identities
and passwords. Therefore, in 2000, Lee and Chang (2000) proposed
a user identification and key distribution scheme based on the
difficulty of factorization and hash function for multi-server envi-
ronment. The user registered at the registration centre once and
can use all the permitted services in remote servers. Then many
schemes (Chang & Lee, 2004; Hsiang & Shih, 2009; Juang, 2004,
Lee & Chang, 2000; Li, Lin, & Hwang, 2001; Liao & Wang, 2009;
Lin, Hwang, & Li, 2003; Wu & Hsu, 2004; Yang, Wang, Bao, Wang,
& Deng, 2004) have subsequently been proposed for the multi-ser-
ver environment.

In 2001, Li et al. (2001) proposed a remote user authentication
scheme based on the neural networks. However, their scheme was
found to waste much time. To remedy this, Lin et al. (2003) proposed
an efficient remote user authentication based on discrete logarithm
problem for multi-server environments. Later Juang (2004) showed
that Lin et al.’s scheme is not efficient in the authentication process,
because every user must have a large of memory to store the public
parameters for authentication. For this, Juang proposes an efficient
multi-server password authenticated key agreement scheme based
on the hash function and symmetric key cryptosystem. However,
Chang and Lee (2004) pointed out that Juang’ scheme still lacks
efficiency and is vulnerable to off-line dictionary attack, if the secret
value of the smart card is extracted by some way. Therefore, Change-
Lee proposed a novel remote user authentication scheme to remedy
these weaknesses. In their scheme, the registration center distrib-
uted the secret key x to each registered server via secure channel.
However, their scheme was found to an insider attack, spoofing
attack and registration center spoofing attack.
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Most of password authentication schemes for multi-server envi-
ronment are based on static ID, the login ID is sent in the form of plain-
text through public networks. An adversary might intercept the login
ID from the public network and use it to trace the legal user. Therefore,
Liao and Wang (2009) proposed a secure and efficient authentication
scheme with anonymity for multi-server environment. Their scheme
only uses one way hash functions to implement mutual verification
and session key agreement. They claimed that their scheme can resist
various attack and achieve mutual authentication. However, Hsiang
and Shih (2009) pointed out that Liao-Wang’s scheme is vulnerable
to an insider attack, masquerade attack, server spoofing attack, regis-
tration center spoofing attack, and is not reparable. Beside, Liao-
Wang's scheme cannot achieve mutual authentication. To solve these
problems, Hsiang et al. proposed an improvement on Liao-Wang’s
scheme. However, we will find that Hsiang et al.’s scheme is still vul-
nerable to a masquerade attack, server spoofing attack, and is not eas-
ily reparable. Furthermore, Hsiang et al.’s scheme cannot provide
mutual authentication. Therefore, in this paper we propose an im-
proved scheme to solve these weaknesses.

The following six requirements should be taken into consider-
ation of the password authentication scheme for multi-server
environment:

(1) No verification table. A server does not have stored any veri-
fication or password table.

(2) Freely chosen password. Any user can freely choose and
change his/her passwords.

(3) Mutual authentication and session key agreement. Severs and
users can authenticate each other and establish a session
key for protecting their subsequent communications.

(4) Low computation and communication cost. The smart card
cannot provide a powerful computation capability and high
bandwidth. Since the computation ability of the smart card
is very limited.

(5) Single registration. Any user only must register at the regis-
tration centre once and can use all the permitted services
in remote servers.

(6) Security. The authentication scheme must be able to resist all
kinds of attacks.

This paper is organized as follows: in Section 2, we review Hsi-
ang et al.’s remote user authentication scheme. The security flaws
of Hsiang et al.’s scheme are shown in Section 3. The Section 4 is
our improved scheme. In the Section 5, we discuss the security
and performance of our improved scheme. Finally, our conclusion
is given in Section 6.

2. Review of Hsiang et al.’s scheme

In this section, we review Hsiang et al.’s remote user authenti-
cation scheme. Their scheme contains four phases: registration
phase, login phase, verification phase, and password change phase.
In this scheme, there are three main participants in Hsiang et al.’s
remote user authentication scheme: the user (U;), the remote ser-
ver (§;), and the registration center (RC). RC is assumed to be trust-
worthy. For the legal server S;, RC computes h(SIDj|ly) and shares it
with S; in the secure channel. Beside, RC chooses the master secret
key x and two secret numbers r and y, and then only RC knows the
master secret key x and two secret numbers r and y. Table 1 lists
the notations used in Hsiang et al.’s scheme.

2.1. Registration phase

When the user U; wants to access the systems, he/she has to
submit his/her identity ID; and PW; to RC. The steps of the registra-
tion phase are as follows:
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Table 1
The notations used in Hsiang et al.'s scheme.

Notations Descriptions

Ui The iy, user

ID; The identity of U;

PW; The password of U;

S; The ji, server

RC The registration center

sc A smart card

SID; The identity of S;

CID; The dynamic ID of U;

X The secret key maintained by registration center
h(.) A one-way hash function

&3] The bitwise XOR operation

|| String concatenation operation
= A secure channel

- A common channel

Step R1. U;= RC: ID;, h(b ® PW;).
U; freely chooses his/her identity ID; and PW;, and com-
putes h(b ® PW;), where b is a random number gener-
ated by U;. Then U; sends ID; and h(b @ PW;) to the
registration center RC for registration through a secure
channel.

Step R2. RC computes

Ti = h(IDi||x)
Vi = T; & h(IDj||h(b & PW;))
Ai =h(h(b® PWj)|r)@e h(x o)
Bi = A @ h(b @ PW;)
Ri = h(h(b @ PW))|Ir)
H; = h(T))
Step R3. RC = U;: RC issues a smart card to U;, and the card con-
tains {Vi,Bi,Ri,Hi,h(.)}.
Step R4. U; keys b into his/her smart card, then the smart card
contains {V;,B;,R;,H;, b, h(.)}.

2.2. Login phase

After receiving the smart card from RC, U; can use it when he/
she wants to log into S;. This phase is depicted in Fig. 1, and the de-
tailed steps are performed as follows.

Step L1. U; inserts his/her smart card into the smart card reader
and then inputs ID; and PW;. Then the smart card com-
putes T; = V; @ h(IDj||h(b @ PW;)) and H; = h(T;), and then
checks whether the Hj is the same as H;. If they are the
same, U; proceeds to the next step. Otherwise the smart
card rejects this login request.

Step L2. The smart card generates a nonce N; and computes

Ai = Bi® h(b & PW))

CID; = h(b & PW,) @ h(Ti||Ai||N})
Py = T; @ h(Ai||Ni|SID;)

Q; = h(Bi[|Ail[N;)

D; =R @.SIDJ @ N;

Co = h(Ai||Ni + 1||SID;)

Step L3. U; - §;: CID;, Py, Q;, D;, Co, N;,

2.3. Verification phase

After receiving the login request sent from U;, Sj performs the
following tasks to authenticate the user’s login request. This phase
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User

Sever

Input /D; and PW;
T; = Vi @h(D; || h(b @PWY)

H* = W(T)

H* =7 H;

{CID;, Py, Oi, D;, Co, Ni}

generates a nonce N;
A; = Bi@h(b DPW))
CID; = h(b @ PW;) @ h(T; || 4; || N;)
Pij=Ti @h(4; || Ni || SID;)

0i = h(Bi || 4i | M)

D; =R; @S[Dj DN,

Co = h(4; || Ni+1 || SIDy)

Fig. 1. Login phase of Hsiang et al.’s scheme.

is depicted in Fig. 2, and the detailed steps are performed as
follows.

Step V1. Upon receiving the login request, Sj generates nonce Nj;
and computes

M;: = h(SIDj||y) & Nj.

Then he/she sends the message {M;;,SID;,D;, Co,N;} to RC.
Step V2. Upon receiving the message {M;,SID;D;,Co,Ni}, RC
computes
N, = Mj: @ h(SIDj|ly)
R; =D @SIDJ‘ @ N;
Al=Rohxor)
Co = h(A{|IN; + 1||SIDy)

RC checks if the computed Cj is the same as the received C,. If they

are the same, RC further generates nonce N; and computes

Ci = h(N}||h(SID;[y)[Ng) and C, = A; & h(h(SIDj|ly) & N). Other-

wise, RC rejects it. Finally, the registration center RC responses the

message {Cy,C2,Nyj} to S;.

Step V3. Upon receiving the message {C;,C,, Ny}, S; computes
C, = h(N;||h(SID;j||y)||Ns;) and checks if the computed
C} is the same as the received C;. If they are the same,
S; authenticates RC successfully and computes
Ai=CG o h(h(SIDJHy) D Nrj), Ti= Pij &) h(AlHNll‘SIDJ),
h(b ® PW;) = CID; & h(TIHAIHNl), and B; = A; ® h(b ® PW;).

Step V4. S checks if the computed h(Bi||Aj||N;) is the same as the
received Q;. If they are the same, Sj authenticates U; suc-
cessfully. Otherwise, S; rejects the login request.

Step V5. S; generates nonce N; and computes M = h(Bi|
N;i||Ai[ISID;), and then responses the message {Mj, Nj}
to U;.

Step V6. Upon receiving the message {ng, N;}, U; computes
h(Bi||Ni||Ai||SID;) and checks if the computed
h(Bi||N;||A;||SID;) is the same as the received M;;. If they
are the same, U; authenticates S; successfully and
computes M = h(Bi||N;||A;||SID;), the session key SK=
h(Bi||Ai||Ni||N;||SID;), and then U; responses the message
{Mj} to S;.

Step V7. Upon receiving the message {M;J’-}, S; computes
h(Bi||Nj||Ai|SID;) and checks if the computed
h(Bi||N;||A;||SID;) is the same as the received Mj. If they
are the same, S; authenticates U; successfully. S further
computes SK = h(B;||Ai||Ni||N;||SID;) as the session key for
securing communications with U.

2.4. Password change phase

In this phase, U; can change his/her password any time when
he/she wants. The steps of the password change phase are as
follows:

Step P1. U inserts his smart card into the smart card reader and
then inputs ID; and PW;.

Step P2. The smart card computes T; = V; & h(ID;||h(b & PW;)) and
H; = h(T;) and then checks if the H; is the same as H;. If
they are the same, U; chooses a new password PW,e.

Step P3. The smart card computes

View = Ti @ h(ID;[|h(b & PWpew))
Bhew = Bi ® h(b ® PW;) @ h(b & PW ew)

Finally, the smart card replaces V; and B; with V ey, and Bpew.

3. Cryptanalysis of Hsiang et al.’s scheme

In this section, we will demonstrate that Hsiang et al.’s scheme
is vulnerable to a masquerade attack, server spoofing attack, and is
not easily reparable, and then any legal user can masquerade other
legal users to log into remote server without knowing users’ pass-
word. Beside, their scheme cannot achieve mutual authentication.

3.1. Masquerade attack

We assume that the adversary Z is a legal user of the system,
and then he/she can obtain a smart card containing
{V,,B,,R,,H,,b,h(.)}. Then the adversary Z can compute
A, ® R, =h(x @ r), where A, =B, ® h(b ® PW,). When another legal
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User

Sever

RC

C’| =? C]

{M’, N}

h(B: || Ni [|Aill SIDy) =7 M’
M= h(B; || N; || 4; || SID;)
M }

generate a nonce Nj;
M = h(SID; || y) ©Nj:

C"1 = h(Nir [|A(SID; | y)I| Nij)

Ai= C; @(h(SID; || y) @ Nyj)

T, = Py @h(4; || N; || SIDj)

h(b ®PW;) = CID; ®h(T; || 4; || N})
Bi=Ai@h(b ®PW))

h(Bi || Ai || N)) = ? Oi

generates a nonce N;

M= h(Bi || Ni || 4 || SIDy)

h(Bi || N || 4i || SIDy) =7 M’

Share the session key SK = h(B: Il 4i || Ni | Nj || SID;)

{Mj, SID;, Di, Co, N;}

N’y = My @H(SID | )
R’i=D; ®SID; ®N;

A’1=R’i@h(x @I’)
C'o=h(A' || Nit1 || SIDy)
C’() =? C()

generate a nonce N
Cy = h(N’s; ||R(SID; || y) || Nyj)
Co = A4, ®h(h(SID; || y) DN}y
{C1, Gy, Nyj}

<&
<

Fig. 2. Verification phase of Hsiang et al.’s scheme.

user U; communicates with S;, the adversary can intercept the login
message {CID;, Py, Q;, D;, Co,N;} between U; and S;.

The login request is sent as the form of plaintext through a pub-
lic networks. Any user, including illegal ones, can intercept it from
the public network. Then the adversary can compute

Ri = D; @SIDJ' @ N;
Ai=Riohxor)

Ti = Py & h(Ai[|Ni[|SID)

h(b & PW;) = CID; & h(T;||Ai||N;)
Bi =A; ® h(b® PW;)

When the adversary Z obtains {T;,h(b ® PW;),A;B;,R;}, he/she
can masquerade as legal user U; to log into the remote server
without knowing user’s password. Then the adversary generates a
nonce N, and computes CID; = h(b® PW;) @ h(T;|Ai|IN,), P =
Ti & h(Ai||N.||ISID;), Q; = h(Bi||Ai|IN;), D; =Ri & SIDj& N,, and C, =

h(Ai||N, + 1||SID;). Finally, the adversary Z sends the forged login
message {CID;, Py, Q;,D;, Cy, N, } to the remote server S;.

After receiving these message, S; generates nonce Nj and
computes M; = h(SIDj|ly) ® Nj. Then sends the message
{Mj, SID;, D}, C;,N,} to RC.

Upon receiving the message {M;;, SID;, D}, C;,N,}, RC computes
N;, = Mj; ® h(SIDj|ly), R = D{ @SID; & N, Ai=R ¢ h(x®r), and
Cy = h(A{|IN, + 1||SID;). Then RC checks if the computed Cj is the
same as the received Cj. If they are the same, RC further generates
nonce N;j and computes Cy = h(N;|[h(SID;|y)|IN;;) and C; =Ai @ h
(h(SID;|ly) @ N;,). Finally, RC responses the message {C1,C,, Ny} to S;.

Upon receiving the message {C;,C5,Ny), S; computes
C; = h(N;||h(SID;||y)||N;) and checks if the computed C, is the same
as the received C;. If they are the same, S; authenticates RC success-
fully and computes A; = C; @ h(h(SIDj|ly)) @ Ny, Ti = P;; @ h(Ai||
N,|ISID;), h(b ® PW;) = CID; @ h(T;||Ai||N,), and B; = A; & h(b & PW).
Then S; checks if the computed h(B;||Ai||N;) is the same as the
received Q;. If they are the same, S; will accept the forged login
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request. Therefore, any legal user can masquerade other legal users
to log into remote server without knowing users’ password in
Hsiang et al.’s scheme.

3.2. Server spoofing attack

In the previous paragraphs, we demonstrated that Hsiang
et al.’s scheme is vulnerable to a masquerade attack. If the adver-
sary Z is a legal user, he/she can masquerade as legal user to log
into the remote server. Similarly, the adversary Z can masquerade
server to fool any legal user. When another legal user U; communi-
cates with S;, the adversary Z generates a nonce N, and computes
M;; = h(Bi|IN.||A;||SID;), and then sends the message {Mj,N.} to
Ui. Ui will compute h(B;i||N,||A;i[|SID;) and compare it with M. If they
are equal, U; responses the message h(B;||N;||A;||SID;) and computes
the session key h(Bi||Aj||Ni||N,||SID;). The adversary Z can decrypt the
entire message sent from U;. Therefore, Hsiang et al.’s scheme is
vulnerable to the server spoofing attack.

3.3. Poor reparability

Assume that the adversary has performed successfully the mas-
querade attack to obtain U; secret value A; and B;. If U; finds some-
one to masquerade him/her to log into any remote server S;, he/she
may want to re-register with RC. However, it is no uses for U; re-
register with RC, because any legal users, including illegal ones,
can obtain the secret value h(x ¢ r) by computing A, & R, = h(x & ).
Then when the legal user Uicommunicates with S;, the adversary Z
can intercept the login message {CID;, P;;, Q;, D;, Co, Ni} and compute
Ri=D;® SID_] @®N;, Ai=Rioh(xor), Ti= Pij @ h(A1HN1H SIDJ), h(b @
PW;) = CID; & h(Tj||Ai||N;), and B; = A; & h(b & PW;). The adversary Z
also can masquerade as legal user to log into the remote server
without knowing the password. Therefore, Hsiang et al.’s scheme
is not easily reparable.

3.4. Lack of mutual authentication

In Hsiang et al.’s scheme, when U; wants to log into the remote
server S;, he/she sends the login request to S;. Upon receiving the
login request {CID;,P;;,Q;,D;, Co,Ni} from Uj, S; generates nonce Nj;
and computes M;, = h(SIDjlly) @ Nj.. Then S; sends the message
{M;, SID;, D;,Co,Ni} to RC. Upon receiving the message {M;;,SID;,-
D;, Co,Ni}, RC computes
N;, = M;; & h(SID; |y)

R; = Di @S[Dj @Ni

A =Rohxer)

Co = h(A{[IN: + 1]SID;)

RC checks if the computed Cj is the same as the received Cy. If they
are the same, RC further generates nonce N;; and computes

Cy = h(N;||h(SID;]ly)|[N)

C; = Ai @ h(h(SIDj|ly) & N;;)

Otherwise, RC rejects authentication request. Finally, RC sends the
message {C;,C,, Ny} to Si. Upon receiving the message {Cy, G, Nyj},
S; computes C; = h(Nj||h(SID;||y)|IN5) and checks if the computed
C, is the same as the received C;. If they are the same, S; authenti-
cates RC successfully and computes

Ai = G, @ h(h(SIDj|ly) & Ny)

Ti = Py @ h(Ai[|Ni||SID;)

h(b @ PW;) = CID; @ h(T;||Ai||N;)

Bi=A® h(b @ PWi)
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Sj checks if the computed h(B;||Aj||N;) is the same as the received Q.
Since Aj=C, @ h (h(SIDjlly) © Nj;) and A{ = C, & h(h(SIDj|ly) & Ny),
they are not equal. Their scheme uses a wrong computation in Step
V3 of the verification phase. Then any legal user cannot pass Sj's
authentication. Therefore, Hsiang et al.’s scheme cannot provide
mutual authentication. I think the slip of the pen is very serious
problem in this scheme.

4. Our scheme

In this scheme, we propose an improved scheme to avoid vari-
ous attacks. Our scheme consists of four phases: registration phase,
login phase, verification phase, and password change phase. Three
entities are involved: the user (U;), the server (§;), and the registra-
tion center (RC). RC chooses the master key x and secret number y
to compute h(x||y) and h(y), and then shares them with S; in the se-
cure channel. Only RC knows the master secret key x and secret
number y.

4.1. Registration phase

When the user U; wants to access the systems, he/she has to
submit his/her identity ID; and PW; to RC. The steps of the registra-
tion phase are as follows:

Step R1. U; = RC: ID;, h(b ® PW,).U; freely chooses his/her identity
ID; and PW;, and computes h(b @ PW;), where b is a ran-
dom number generated by U;. Then U; sends ID; and
h(b @ PW;) to the registration center RC for registration
through a secure channel.

Step R2. RC computes

Ti = h(IDi||x)
Vi = T; & h(IDj||h(b & PW;))
Bi = h(h(b & PW,)||h(xly))
H; = h(T))
Step R3. RC= Uj: RC issues a smart card to U;, and the card con-
tains {V;, B, Hi, h(.), h(y)}.
Step R4. U; keys b into his/her smart card, then the smart card
contains {V;,B;, H,b,h(.),h(y)}.

4.2. Login phase

After receiving the smart card from RC, U; can use it when he/
she wants to log into S;. The steps of the login phase are as
following:

Step L1. U; inserts his/her smart card into the smart card reader
and then inputs ID; and PW;. Then the smart card com-
putes T;=V; @ h(IDi||h(b ® PW;)) and H; = (h(T;), and
then checks if the H; is the same as H;. If they are the
same, U; proceeds to the next step. Otherwise the smart
card rejects this login request.

Step L2. The smart card generates a nonce N; and computes

A; = h(Ti[[h(y)|IN;)

CID; = h(b & PW;) @ h(T;||Ai||N;)
Py = T; @ h(h(y)||Ni[|SID;)

Qi = h(B;||Ail|N;)

Step L3. U; - S;j: CID;, Py, Q;, Ni.



13868
4.3. Verification phase

After receiving the login request sent from U, S; performs the
following tasks to authenticate the user’s login request. The steps
of the verification phase are as follows:

Step V1. Upon receiving the login request {CID;, P;;, Q;,N;}, S; com-
putes T; =Py & h(h(y)|INi[|SID;), Ai =h(Ti|[h(y)|IN:), h(b®
PW;) = CID; & h(Ti|A|[N;) and B, = h(h(b & PW})||a(x)y))
by using received message {CID;, P;;, N}, h(y) and h(x|y).

Step V2. S; computes h(B||A;||N;) and checks it with Q;. If they are
not equal, S rejects the login request and terminates this
session. Otherwise, Sj accepts the login request and gen-
erates a nonce Nj to compute Mj = h(Bi||N;||A|SID;).
Finally, S; sends the message {Mj;, N;} to Ui

Step V3. Upon receiving these message {Mj;, N;} from S;, Uicom-
putes h(B;||N;||Ai||SID;) and checks it with received mes-
sage M;j. If they are not equal, U; rejects these
messages and terminates this session. Otherwise, U;
authenticates  successfully S; and  computes
Mj; = h(B;||N;||Ai||SID;). Finally, Uisends back the message
{M{} to S;.

Step V4. Upon receiving this message {M;}, S; computes
h(Bi||Ni||Ai||SID;) and checks it with received message
{Mj}. If they are equal, S; authenticates successfully U
After finishing verification phase, U; and S; can compute
SK = h(Bi||Ni||Nj||Ai||SID;) as the session key for securing
communications with authenticator.

The login phase and verification phase are depicted in Fig. 3.
4.4. Password change phase

In this phase, U; can change his/her password any time when
he/she wants. The steps of the password change phase are as
follows:

Step P1. U; inserts his smart card into the smart card reader and
then inputs ID; and PW;.

Step P2. The smart card computes T; = V; & h(IDi||h(b & PW;)) and
H; = h(T;) and then checks if the H; is the same as H;. If
they are the same, U; chooses a new password and a new
random number bpe,, to compute h(bpew & PWheyw) and
Viaew = Ti @ h(IDi||h(bpew & PWhpeyw)). Finally, U; sends ID;
and h(bpew @ PWpew) to RC in the secure channel.

Step P3. RC computes

Buew = h(h(bnew © PWew) |1 (x]|y)).

RC sends back Bpew to Ui.
Step P4. Finally, the smart card replaces V; and B; with Vje, and

BHCW'
5. Analysis of our scheme

This section describes the security analyses of the improved
scheme and compares performance with other schemes. To evalu-
ate the security of our improved scheme, we assume that the
adversary might execute various attacks to defeat the improved
scheme under the smart card based authentication environments.
The adversary might perform various attacks as following:

5.1. Masquerade attack
If the adversary tries to masquerade as the legal user to log into

the remote server S;, he/she must enable to forge a valid login re-
quest {CID;, P;, Q;,N;} to fool S;. However, the adversary cannot com-
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pute CID; = h(b & PW;) @ h(Tj||Ai||N;) and Q; = h(B;||Ai||N;) without the
knowledge of A;, B; and PW,.

In addition, if the adversary is a legal user of the system, and
then he/she also cannot masquerade as any legal user to log into
the remote server S;. Because he/she cannot compute B;=
h(h(b @ PW;)||h(x|ly)) from his/her smart card and the intercepted
login request {CID;, P;;, Q;, Ni} without knowing h(x|y).

Beside, if the adversary has obtain the smart card and extract
the parameters {V;,B;,H;,b,h(.),h(y)} stored in the smart card by
some way. He/She also cannot forge a login request to fool S;,
because he/she cannot use the parameter {V;,B;,H;,b,h(.),h(y)} to
compute the correct values of T; and A; without knowing the
master key x. Therefore, our improved scheme can withstand the
masquerade attack.

5.2. Server spoofing and registration center spoofing

The adversary might try to server spoofing attack in our
improved scheme. If the adversary is a legal user of the system,
he/she must enable to forge a valid response request {ng,Nj} to
Ui. However, the adversary cannot compute Mj; = h(Bj||N;|A; |SID;)
without the knowledge of A; and Bijfrom his smart card and the
intercepted login request {CID;,P;;, Q;,N;}. It means that the adver-
sary has no way to compute Mj. Moreover, the adversary cannot
compute the session key SK=h(Bi||Ni||N;||Ai||SID;) without the
knowledge of A; and B;. Therefore, our improved scheme can with-
stand the server spoofing attack.

5.3. Mutual authentication

In Hsiang et al’s scheme, the mutual authentication cannot
achieve since they use a wrong computation in Step V3 of the verifi-
cation phase. Any legal user cannot pass Sj’s authentication in their
scheme. Then we propose an improved scheme to provide the mu-
tual authentication. In our scheme, when the user U; wants to access
the systems, he/she sends the login request to S;. Then S; will accept
the loginrequest in Step V2, and response the message {M;;, N;} to U.
Upon receiving these message from S;, Uicomputes the hash value
h(B;|| Ni||Ai||SID;) to authenticate S; in Step V3, and then responses
the message {M;;} to S;. Upon receiving this message {Mj}, Sj com-
putes the hash value h(B;||N;||Ai||SID;) to authenticate Ujin Step V4,
and then computes the session key SK = h(B;||N;||N;j||Ai||SID;) to secure
communications with U;. Therefore, the mutual authentication is
achieved in the improved scheme.

5.4. Reparability

If the user U; finds that B; = h(h(b ¢ PW;)||h(x||y)) has been com-
promised, he/she can re-register with RC in the secure channel. U;
chooses a new password and a new random number by, to
compute h(bpew ® PWhew) and Vyew = Ti & h(ID;||h(bpew & PWhew)).
Finally, U; sends ID; and h(bpew @ PWhew) to RC in the secure chan-
nel. After receiving ID; and h(byew ® PWyhew)i, RC computes
Bhew = h(h(bnew ® PWhew)|lh(x|ly)) and then sends back Bpew to Ui
After receiving Bpew from RC, the smart card replaces V; and B; with
Vhew and Bpew. Then U; can securely login by using his/her smart
card and PW,e. The adversary’s login request, which is derived
from B;, will be reject. Because S;j will reject the adversary’s login
request by checking Q;=?Quew. Since Q;=h(Bi||Ai|N;) and
Qnew = N(Bpewl|Ai||Nnew). Therefore, the improved scheme is easily
reparable.

5.5. Performance

This phase compares the performance and functionality of the
improved scheme with previously proposed schemes. We mostly
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>

h(Bi || Nj || 4i || SIDy) =? M’

Fig. 3. Login and verification phase of our scheme.

focus on the computations of login and verification phases, because
the two phases are the principal part of an authentication scheme.
We define the notation Ty, is the time for executing a one-way hash
function and Ty, is the time for executing a symmetric-key
encryption/decryption. According to the experimental result of re-
lated researches (Argyroudis, Verma, Tewari, & O’'Mahony, 2004;
Passing & Dressler, 2006; Wong, Fuentes, & Chan, 2001), we know
that one-way hash functions are more efficient than symmetric
cryptosystems.

Table 2 illustrates the comparison of the improved scheme and
previously proposed schemes. Chang-Lee’s scheme is using the
symmetric cryptosystems that consumes more computation re-
sources than the others. Because Liao-Wang’s, Hsiang et al.’s and
improved scheme are only using one way hash function. On the
other hand, we observe that Hsiang et al.’s scheme has perfor-

Table 2
Performance of the improved scheme and previously proposed schemes.

Communication cost of the
login and verification phase

Our proposed scheme 15Ty,
The Hsiang et al. scheme 20Ty
The Liao-Wang scheme 15Ty

The Chang-Lee scheme 8T} + 6Tsym

mance level coordinate to those of improved scheme except that
the former requires 5 extra one way hash functions.

In Table 2, it is obvious that Liao-Wang’s and our improved
scheme have the same computation cost. However, Liao-Wang's
scheme is vulnerable to insider attack, masquerade attack, server
spoofing attack, registration center attack, and is not reparable.
Table 3 lists the functionality comparisons between our improved
scheme and others. It can be seen that functionality comparisons of
our improved scheme is more secure against various attacks.

Table 3
Comparisons between our proposed scheme and other schemes.
Ours  Hsiang Liao-Wang  Chang-Lee
Securely chosen password (0] (0] 0 X
No verification table 0] 0] 0 (0]
Session key agreement 0] 0] 0 0]
Mutual authentication 0] X X 0]
Single registration 0] 0] 0 0]
User’s anonymity 0] 0] 0 X
Two factor security 0] (0] X X
Prevention of registration 0] (0] X X
center spoofing

Prevention of server spoofing O X X X
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6. Conclusions

In this paper, we have shown that Hsiang et al.’s secure dynamic
ID based remote user authentication scheme is vulnerable to a
masquerade attack, server spoofing attack, and is not easily repara-
ble. Furthermore, it cannot provide mutual authentication. Then
we propose an improved scheme with anonymity to remedy these
weaknesses. We demonstrate that our scheme can satisfy all of the
essential requirements for multi-server environment. Our im-
proved scheme is more secure and efficient, compare with Hsiang
et al’s scheme and other schemes. Therefore, our improved
scheme will be practicable in the future.
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